What can crewmembers do to protect themselves
and the vessel from a cyber-attack?
Crew members can take several actions to avoid their
vessel becoming compromised:

Do not Jailbreak a device:

Ensure that the mobile device is updated regularly, and the device is not subject to ‘rooting’ or ‘jailbreaking’. Rooting
refers to a process that allows access to an Android device with ‘root’ or ‘system’ privilege, which in turn enables the
user to install or make any modifications that they please. Jailbreaking refers to Apple products in the same way. The
purpose of these actions is to remove restrictions imposed by the manufacturer or operator, e.g. to allow the
installation of unauthorised software. Once a device is rooted or jailbroken, there is an increased chance that the
device can have spyware, trojans, rootkits, or other forms of malware installed easily without the owner’s knowledge.

Do not plug personal items into the ship’s critical network:

Crew members that have access to or manage critical ship systems should not plug personal devices into any of the
ports on these management systems or Human-Machine Interfaces (HMIs). It is imperative that devices used for
accessing and/or managing ship systems are not utilised for web-browsing, social media, internet surfing or personal
emails. Each device has a purpose, and their roles should be set out clearly and isolated from any other tasks.

Avoid clicking on phishing emails:

Phishing emails are emails sent by hackers with the intent to get unknowing users to click on malicious links or files.
These emails are usually well built to look like a legitimate sender to confuse the recipient. Phishing attacks are one
of the most successful and common attack methods for hackers as it saves them the effort of having to find another
way through a firewall.

What equipment is most vulnerable on board?

The most vulnerable systems on board are typically the oldest and least up-to-date systems. These systems often
run in a plaintext format or are using old protocols for management or operation, but not always. In addition, these
systems often tend to be linked to managing process control, safety and support functions such as Distributed Control
Systems (DCS). DCS is a common term for systems that collect, process and forward data on board ships such as
alarms, video, private telephone systems, engine controls and dynamic positioning among others. The problem is
amplified when the most vulnerable systems are also the most critical.

How can crewmembers verify that equipment is safe to plug into the ship’s systems?

To reduce the risk associated with plugging equipment into lower security and higher security systems:

e Prohibit any uncontrolled devices from accessing the most critical systems. Any equipment or systems
allowed to access these or the networks that contain these important systems, should be fully controlled and
established policies and controls should exist that identify everything that is allowed, and more specifically
what is not allowed.

Ensure devices have a current and updated antivirus software installed. Before equipment is plugged into the
systems either to patch an air gapped system (a system not directly connected to any network connected to
the internet) or to transfer a file, file integrity checks and antivirus scans should be automatically performed
(including third-party vendors and contractors).

Verify the ability to install third party software or applications is completely controlled and restricted solely to

system administrators.
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